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Online payment platform Dwolla is to pay a $100,000 fine for “deceiving” consumers over data

handling as an aggressive U.S. regulator makes its first move on security practice issues. 

The Consumer Financial Protection Bureau (CFPB) yesterday announced an order had been made against
the U.S. payment platform for “misrepresenting” its safety claims.

Dwolla told PaymentsCompliance the issue dated from a snapshot between 2011 and 2012, and it had
“not detected any evidence or indicators of a data breach”, nor received a notification or complaint of
such an event. 

Despite no evidence of consumer harm, the CFPB said Dwolla’s claims of exceeding the expected
security standards were unfounded and this was enough to land a penalty.

It accused the platform of not encrypting some sensitive consumer personal information, and releasing
applications to the public before testing whether they were secure.

CFPB director Richard Cordray said: “Consumers entrust digital payment companies with significant
amounts of sensitive personal information.

“With data breaches becoming commonplace and more consumers using these online payment systems,
the risk to consumers is growing. 

“It is crucial that companies put systems in place to protect this information and accurately inform
consumers about their data security practices.”

Legal experts told PaymentsCompliance the regulator is constantly evolving its case approach against
payment industry players as its mission to redress consumer harm had drawn considerable success.

It is the CFPB’s first data security action, and builds off advances made by several other agencies. 

“The CFPB’s action against Dwolla is significant in that it marks the Bureau’s first foray into an area that
up until now was the domain of the Federal Trade Commission and sets up the enforcement stage in this
area for the Bureau in 2016," said Andrew L. Sandler, chairman of BuckleySandler law firm.

The case also creates an "onerous" level of oversight for Dwolla, raising concerns for other digital
payments companies, according to Margo Tank, a partner at the same firm.
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"Clearly, this action should put data security even higher on companies’ priority lists if it is not there
already," Tank said.

The move into tackling data security around payments marks a shift from the CFPB, which many view as
deliberately tactical.

The regulator, formed in the wake of the financial crash, has significant powers under the wide-ranging
Dodd-Frank Wall Street Reform and Consumer Protection Act.

It is authorized to take action against institutions engaged in unfair, deceptive or abusive acts or
practices, or that otherwise violate federal consumer financial laws.

However, critics argue the “overbroad and incomprehensible” language of the Dodd-Frank Act gives
“virtually unchecked power” to the CFPB to target cases aggressively.

In the last year it has levied huge fines on both small and big names such as PayPal and Citibank, which
was ordered to pay $700m in redress for credit card malpractice.

Dwolla, Inc., based in Des Moines, Iowa, has operated an online payment system since December 2009.

It collects and stores consumers’ sensitive personal information and provides a platform for financial
transactions. 

As of May 2015, it had more than 650,000 users and had transferred as much as $5m per day. 

The CFPB criticized claims on Dwolla's website and in communications that its practices “exceeded
industry standards” and were Payment Card Industry Data Security Standard (PCI-DSS) compliant. 

“Such deception about security and security practices is illegal,” the CFPB said.

It said contrary to its claims, Dwolla “failed to employ reasonable and appropriate measures to protect
data obtained from consumers from unauthorized access.”

Under the terms of the order, Dwolla is required to “stop misrepresenting its data security
practices;” train employees properly and fix any weaknesses found in its web and mobile applications.

It must also pay a $100,000 civil money penalty.

The CFPB order states Dwolla’s software developer had no data security training, testing was insufficient,
and its representations to consumers were likely to affect choice and mislead.

Jordan Lampe, the company’s policy affairs officer, told PaymentsCompliance: “Dwolla is glad to have
come to a resolution with the CFPB regarding its investigation.

“We’ve never been more proud of our information security policies, practices, and technologies, and
2

http://paymentscompliance.com/premium-content/news_analysis/regulator-%E2%80%98paranoia%E2%80%99-stoking-compliance-fears-expert-warns
http://paymentscompliance.com/premium-content/news_analysis/processors-denied-attempt-dismiss-rogue-debt-collection-scam
http://paymentscompliance.com/premium-content/news_analysis/depth-paypal-and-consumer-regulator-teeth
http://paymentscompliance.com/premium-content/news_analysis/citibank-hit-700m-fine-%E2%80%98illegal%E2%80%99-credit-card-billing-practices


Topics: 

Geography: 

Sectors: 

Content: 

have gone to great lengths to implement them up, down, and across the company.

“The data security assessments that are part of the settlement will validate that implementation process.

“We are confident in the capabilities of our system and welcome the opportunity to demonstrate it to the
market.”

For more on data protection, contact the PaymentsCompliance research team.
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